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FOREWORD

Foreword

Computers and systems are part of our daily lives. Many of the benefitsthat were previoudy derived only
from sgnificant investment within large organizations are now availableto SMIPs and SMEs. Although this
bringsthe potentia for subgtantia businessimprovement, it aso bringsthe risks associated with ensuring the
proper use, management and operationd control to ddliver the potentid returns from systemsinvestment.

SMPs and SMEs need to devote management time to systems management and control issues. Toignore
them greatly increases business risk. IFAC's SMP Task Force is aware of the pressures and congtraints
affecting SMPs and SMEs. The Task Force guidance notes are therefore of athoroughly practica nature.
The Task Force hopes that busy SMP and SME managers will gain congderable benefit from them. The
checkligts built into the guidance are designed to alow users of the notesto quickly identify if they have any
problems. More detailed guidance is provided to assist in the resolution of those problems.

The existence of suitable backup proceduresisone of the most fundamenta controlsthat al busnessesmust
implement, regardiess of their Sze or the extent of their computer use. Becauseit isal too commontofind
inadequate procedures in this area, this guidance document addresses good practice.

PwC LLP isheavily involved in organizations within the middie-market and hosts a dedicated website that
dedls with many of the issues affecting the owners of such enterprises asthey try to drive their businesses
forward. The address of thiswebsite is www.driving-ambition.com, whilethemain PwC LLPwebsitecan
be found at www.pwcglobal .com.

Findly, my thanksin particular to Colin Campbell and VictoriaFox of the Glasgow Officeof PWCLLP, and
to members of the SMP Task Force of IFAC, who are:

Paul Chan, Hong Kong

Ashok Chandak, India

Mohamed Ali Elaouani Cherif, Tunisa
Alex Hilman, |lsad

Robin Jarvis, UK

Dawn McGeachy, Canada

Harold Monk, USA

Bernard Scicluna, Mdta

ANGELO CASO
Chairman, SMP Task Force
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I ntroduction

1

This is the fird of a series of guidance notes on computing controls for Smal and Medium
PractitionersEnterprises (SMPs SMES) that the International Federation of Accountants will
produce in association with PricewaterhouseCoopers LLP.

Each note discusses an issue relating to computing controls and shows how best practice can be
gpplied to the smdler organization. Thesenotesgiveinformation ontheissue, indluding definitions of
key terms, costs and benefits, risks and practicdities. Each note then provides a good practice
checklist. Y ou should use the checklist to see how well controlled your business suse of computers
isagang the risks discussed in the note.

The readers of these notes will undoubtedly have a wide variety of needs, semming from two
factors. Thar levd of awareness of the issues discussed will affect how much or how little of each
note they will haveto use, aswill the current level of control in the areadiscussed. Accordingly, the
notes are organized to alow readers to choose which sections they wish to read.

Each note has the following sections:

» Background

« Key Terms

e Cost-Benefit Condderation

* Risk Indicators

e Practicd Condderations

»  Good Practice Checklist and Appendices

How to Use These Notes

5.

If you have only a short amount of time:

* Read the background;

* Read asmany of the “Key Terms’ as you need; and

» Thencompletethe” Good Practice Checklist,” consider the examplesraised in the gppendices
and complete any appropriate schedules.

Read the other sections as required to resolve any issues thet might be highlighted by your
completion of the checkligt.

If you have more time, or the checklist results suggest that you need to perform a more detailed
review of the issue, consder the other sections on costs and benefits, risk and practical
consderations.



BACKGROUND

Background

8.

10.

11

12.

13.

14.

The existence of a suitable backup procedure is one of the most fundamenta controls that al
businesses using compuiters, regardiess of their Size or extent of computer use, must implement.

Imagine asituation where you can no longer accessthe datain one of your computers. Condder the
following Stutions

* Dueto apower cut, important filesare logt.

* Dueto user eror, files are accidentaly deleted from your computer.
» A diggruntled employee deliberately destroys importart files

* Your computer is solen.

* Your computer mafunctions so that you can longer access the data and files stored on it.

Y our ability to recover from each of these Stuations dependsto alarge extent on whether you have
adequate backup procedures.

Situationswherefilesarelost can normally be easily resolved by reverting to backup copies of the
logt files. Situationswhere acomputer crashesor isstolen will require adisaster recovery plan, but
one of the basic requirements of any recovery plan is the availability of adequate backups.

If computer files have not been backed up, those files may be lost forever. Depending on the data
logt, a business could suffer anumber of serious consequences, potentidly including the failure of
the busnessitsdf.

Intrying to recreatefiles, abusiness could incur operator timeto recreatefiles, programmer timeto
reconstruct spreadsheets or replacement costs for packaged software. The continued smooth
running of operations might be affected, project time scales might be thrown off course and
premium labor changes may be incurred to resolve problems.

If the dataiin question are essentid, you might congder using online backup services avalable via
the Internet. Because the Internet is rot secure, any data sent have to be encrypted (rendered
unintelligible) before transmission to the service provider, who then becomes contractualy bound to
provideyou with backup services. Thisguidance noteis primarily concerned with amdl and medium
sized businesses that, done, are respongble for their own data. Sound practices with regard to
making backup copies of files, storing those backup copies off-ste and regularly testing the ability
to recover information from those backups are an essentid aspect of computer system contral.



Key Terms

15. Save

16. Backup

17.  Archive

18. Redore

19.  Backup media
20. Backuptype
21.  Full backup

BACKUP, ARCHIVE AND RESTORE

When you save afile, you copy it from the computer’ s working memory
(the RAM) to its storage area (e.g., hard disk, floppy disk or network
drive). Information in the computer’s working memory is lost when the
computer is switched off. The saved copy in its storage area can be
accessed once the machineis switched back on. Saving makes one copy of
afile

(& noun

A secure copy of dataor programs held in case anything goeswrong with
the originds. Thus, more than one copy of eech file exigs: one in the
working environment and one in a separate off-Ste environment.

(b) verb

To create a second copy of data or programs for storage outside the
working environment.

Y ou can ether create abackup yoursdlf or program the system to perform
backups at a pre-set time using automatic scheduling backup software.

A secure copy of dataor programsno longer in regular use but retained for
reference. The origind programs or data are then deleted from computer
storage.

Recovery of one or morefilesfrom backup copiesin secure storageonto a
computer, following damage or loss of the origind. It dso covers the
retrieva of filesfrom archivd files

A genera term used for the physical devices(e.g., tapesor disks) used for
storing data. Different mediaare discussed later in the section on practica
consderation.

There are three main types of backup: Full, Incremental and Differentid.
These are methods for selecting which files should be included in abackup
operation.

Saves dl filesto the selected backup medium.



22.

23.

24,

25.

26.

27.

28.

Incrementa backup

Differentid backup

Backup time

Usr time

Machinetime

Fles

Standalone PC

Savesadl filesthat have changed (or been created) sincethelast backup (of
any kind) outside the working environment. If incrementa backups are
used, the restoring of dl files will require the last full backup plus al
incremental backups since then.

Savesdl filesthat have changed (or been created) sSincethelast full backup
outsde the working environment. If differential backups are used, the
restoring of dl files will require the last full backup plus the most recent
differential backup.

Timetaken to perform abackup, consdered asether user timeor machine
time,

Period of time auser or operator hasto attend to a computer to make the
backup happen.

Period of time the computer requires for the backup. Many automated
backup routines run unatended, particularly if high-volume backup media
are used. Backup programs can be set to start outside norma working
hours. Therefore, user timeis generdly much less than machine time.

All information on computersisheld infiles. The files can be categorized as
files containing ingructions (program files) and files containing information
(datafiles). Typicdly, program files do not change regularly while detafiles
are updated congtantly.

A PC that operates with files on its own (floppy or hard) disk drives
independent of anetwork. PCsthat are not connected to any network will
adways operate as sanddone. A PC atached to a network might
sometimes work with files on its own disk drives and so be temporarily
operating as standaone.



BACKUP, ARCHIVE AND RESTORE

Cost-Benefit Consider ations

29.

30.

31

Y ou should do acost- benefit andysi s before making any important business decisons. Sometimes,
thismight be aformd process, particularly where the decision involves asignificant investment. At
other times, particularly in smaler businesses, it may be an informa procedure.

The creation of abackup procedure is no different. When you make the decision to buy, upgrade
or outsource acomputer or computerized system, you should include the backup process costsin
your calculations. A wide variety of backup procedures are in use throughout the business world.
Defining a procedure for your business should involve the identification and congderation of the
costs and benefits of the different options available to you.

Basicdly, when you make any changes in the use of your computers, you should evauate your
proceduresfor saving businessinformetion off-gte. Thereisvery rardly astuation whereadecison
not to introduce asuitable backup procedureisjudtifiable. Very few computer users (businessesor
individuas) can clam they have never lost data they would rather not have logt.

General benefits

32.

33.

The overadl advantage of running an adequate backup procedure is the ability to recover data
following aloss of that data from the computer’ s working storage.

The benefits of backupsaretwo-fold. First, they provide peace of mind derived from knowing that
your business can cope with unexpected disasters. Second, thereisapotentia future benefit inthet
you minimizefuturerecovery cogts, which might be sgnificant, by incurring smaller cossat present.

Cost of an inadequate backup system

34.

35.

The types of costs that could be incurred in the event of a disaster where backups were not
avalableincdude:

» Labor timeto recreate programs or data (including overtime premium);

* Orderslost while data are being recovered);

* Indugrid action if payroll cannot be completed;

* Lost production due to lack of systems or data;

* Pendty charges from customers, suppliers or banks due to inability to process information;

» Lossof goodwill (customers, supplier, banks, staff); and

* Closure of business due to lost production/saes/goodwill.

Appendix 1l provides some example scenarios discussing the costs of data recovery where

backups are unavailable. This appendix aso contains a template that alows you to perform an
andysisfor your own business.



Choices
36.

37.

COST-BENEFIT CONSIDERATIONS

Y ou need to make a number of choices when designing a proper backup procedure, particularly:

Fregquency of backup — dally, every two days, weekly, other?

Method of backup — manud or automatic?

Type of backup — full, incrementd or differentia?

Backup mediaused — disks (diskettes, DVD, CD-R/CD-RW), disk arrays
(groups of hard disks acting as asingle storage device),
tapes?

These choices are discussed in more detail in the later section on “Practica Condderations.”

Costsof particular procedures

There are costs associated with implementing and running backup procedures. The extent of each
type of cost will depend on the methods chosen. Cost can include:

38.

Purchase of backup medig;

Purchase of backup machinery (e.g., high-speed, high-volume tape streamers);
Purchase of software to assist in backing up;

Traning in use of software;

Purchase of on-dite storage facilities (such as afireproof safe);

Purchase of off-dte Sorage facilities,

Rentd of off-gte storage locations (e.g., bank vaullt, third- party data- torage organization);
Training in procedures;

Time taken to perform backups (including data verification);

Time to manage storage of backups (e.g., transport to and from off-ste locations);
Time taken to test backup procedures, including archive retrieva and recovery; and
Monthly payments to a third party for storing data on a secure server.
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Benefits of particular procedures

39. Thebenefitsof each of the backup optionsasthey relateto frequency, method, type and mediaare
trade- offs between:

»  User time taken to perform each backup;
* Machine time taken to perform each backup;
» Extent and choice of storage facilities,
» Timetaken to perform recovery; and
* Interruption to norma work in performing backups.
40.  Although some options offer benefits such asreduction in restructuring costs related to labor, time,
media and storage space, sometimes the cost reductions are accompanied by increased risk. Do

not try to achieve economiesin recurring costsif that would result ininadequate protection from the
risks presented by aloss of data.

Risk Indicators

41.  Youneedtocongder anumber of factorswhen planning abackup procedure. Thesefactorshavea
bearing on:

* Therisk of problems from erroneous processng;

» Theamount of processing that would have to be repested if problems were encountered;
e Therisk of ggnificant interruption to processing caused by lost computer files, and

»  The mogt suitable backup procedure.

Factorsto consder when planning a backup procedure
42.  Volume of processng:

o Daly usedffiles

» Dally processng of transactions;

* Volume and significance of data updates; and
* Time on the sysem.

43.  Useof purchased software:
» Extent of use
»  Customized/specidized nature of software; and
*  Purchase/replacement cost of software.
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44.  In-house developed files:

* Programs,
*  Spreadshests,
o Databases;

»  Word processing templates;
e Standard letters;
e Extent of use and

*  Deveopment and redevelopment time.

Risks
45.  Lagevolume of transactions:
* Increasesimportance of files,
* Increases time taken to reprocess any lost transactions,

* Increases extent of interruption to business while recovery is attempted.

46.  Significant use of purchased software:
* Replacement cost of software;
* Interruption to business processes while replacement software is being obtained;

* Interruption while replacement software is being customized.

47.  Sgnificant use of in-house developed files:
* Interruption while files are redevel oped,
* Cod of timeto redevelop.

Practical Considerations
48.  The"Good practice Checklig” is divided into four parts:
Part A: What to back up
Part B: Making and storing backups
Part C: Recovery
Part D: Archiving

49.  Thissection gives practical guidance in each of these partsin turn.



50.

BACKUP, ARCHIVE AND RESTORE
The guidance includes
* Adiscusson of important issuesin each areg;
» Adiscusson on the merits of choices available; and

* Examplesof thingsto congder.

Part A: What to Backup

General

51.

92.

53.

A darting point in developing or andyzing abackup procedurefor your busnessistheidentification
of what needs to be backed up. Only when you have a complete picture of your computer
environment, the different computer programsitsuses, the datait processesand dl thefilesit needs
to back up can you choose among different backup methods, media, equipment and frequency.

A common migtake in the management of computersin business isto concentrate effort on some
systems and computers but ignore others. This can lead to aninconsistency of approach whereby
some systems are well controlled while others are not. For example, companies often place great
emphasis on backing up their financid systems but ignoretheir design systems. Y e, theremay bea
greater impact on the businessif the design data were lost or not available,

It is important, therefore, to ensure that you consider dl your computing resources in the
development and analysis of your backup procedures. Thismeansal computers, dl sysems, dl
data and dl programs. By identifying how critica your dataare to your business, you identify the
computers and systems that need to be backed up and how frequently the backups need to be
done.

The*Good Practice Checklist” gives some examples of what to congder in each of these aress.
Further guidance and examples are given in the following notes. The examplesare by no meansan
exhaudtive lig of consderationsfor every busness.

Assess the hardwar e environment

55.

56.

10

Different businesses function usng avariety of hardware environments. These environments may
range from asingle PC to a distributed network to a mainframe processor.

The number and location of your computers will have a bearing on the method you should usefor
backups. Congder the following examples.

» Centrdized backup facilities might be gppropriate for a single minicomputer accessed by
terminals or for a PC network.

» For alargenumber of standalone PCs, it might be appropriate to use a portable storage device
to perform backups.
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PART A: WHAT TOBACKUP

» If PCs are atached to a network, it may be appropriate to perform scheduled backups of
multiple servers or workstations in one centra location.

*  Peer-to-peer backups are a common solution for very smal networks.

» If there are large volumes of criticad data, it may be practical to compress data before
tranamitting it to a secure storage location, but this would require leased telephone lines or
virtud private network software.

» |f computers are spread out over variouslocations, it might beimpractical to perform backups
centraly on al machines each day. An gppropriate backup cycle might involve backing up
different computers on different days.

» If abusinesshastwo distinct locations, computers at onelocation could hold backup copies of
files from the computersin the other location.

Thelocation and use of computers might be organi zed to provide segregation of dutiesinimportant
functionsand to protect confidentidity of information. Backup proceduresmust not be organizedin
such away asto undermine the segregation of duties or the confidentiaity provided by location of
the computers.

I dentify critical sysemsand data

58.

59.

60.

It is important to ensure that backup routines appropriately safeguard al your critica systems,
programs and data againgt data loss.

The “Checklig” provides some examples of functiond systems a business might have. As stated
ealier, this lig is not exhaudive but is intended to indicate some common areas thet might be
overlooked when identifying systems requiring backup protection.

Some further points to consider when preparing alist for your own business are given below.

* Do not exclude systems that are being decommissioned. The decommissioning process might
take longer than expected and the business could be vulnerable in the interim period.

*  Whenever you upgrade purchased or in-house developed application or operating software,
you must ensure that the new systems can access current and archived files. Thisaso gpplies
when you upgrade storage devices and software.

* If most PCs are networked, remember to consider significant systems running on standalone
PCs and the data held on the PC hard disks. Often, the data on a standalone PC’ s hard disk
may be more important than that on the network.

*  Remember to consder datadready stored on storage mediaoutsde the working environment.

*  Undergtanding volumesof dataheld will alow you to make sens ble decisons about the choice
of backup media, backup methods and equipment and procedures to perform the backups.

* To redrict unauthorized access, consder the confidentidity of data within your business,
particularly where confidentid datais stored in separate hardware. Be aware that the process

1
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of backing up and restoring files can, in some circumstances, alow the person performing the
backup to accessinformation that he or she would not otherwise have access to.

| dentify files developed in-house

61.

62.

63.

64.

65.

12

Many larger businesses have a department of software developers producing software in-house
withinaformad framework. Thisframework should include regular backups of dl work asitisbeing
developed and the retention of master copies of programs at sgnificant stages of development.

Smdller and medium-9zed businesseswill rardly have staff dedicated to program devel opment. This
does not mean that they may have no software devel oped for their specific needs. Any supplier of
systems or dedicated software should be bound contractualy to keep backups of application
software available for the anticipated lifetime of that software. In addition, many smal businesses
dtill have significant resourcesinvested in computer systems devel oped specificdly for them, theloss
of which could result in inconvenience or even financid loss

Many PC software packages come with features that allow usersto develop complex computer.
Systems can be developed to automate or smplify manua tasks. The continued use of user-
developed programs, templ ates and forms often enhances business performance. Thedanger isthet
such program files are not included in backup planning.

Consder the following types of filesthat are common to al businesses usng computers.

»  Spreadsheets— Management accounting files, budgets, income and expenditureandyses, cash
flow projections, templates for contract prices or loan repayments, fixed asset regigers, VAT
caculators.

» Databases— Customer records, mailing lists, mail-mergefiles, product information, priceligs.

»  Word processing (documents or templates) — Salesand purchase contracts, purchase orders,
job gpplications, contracts of employment, ddlivery notes, invoices, |etter templates, reports, fax
headers, brochures, price lists, catalogues, newdetters.

If you can identify files of these typesin your business, consder the following questions.

* How long did it take to develop these files?

*  How much labor isinvested in the cost of these files?

*  How much disruption would it cause your busness if it los some or dl of these files? To
operations? To management decisons? To personnel? To cash flow? To marketing? To
daff/customer/supplier communication?

* How long would it take to re-establish each of thesefiles? (probably lessthan the origind time
taken, but possibly gl Sgnificant)

* How long would it take to re-establish dl of these files at once?
» Arethe skillsto redevelop these files dill available in your business?
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PART B: MAKING AND STORING BACKUPS

Anandydsof in-house deve oped files (however formd the devel opment procedure) will oftenlead
to the conclusion that abusiness could suffer Sgnificant disruption, inconvenience or financid lossif
backups of these files were not available.

Part B: Making and Storing Backups

Frequency

67.

68.

69.

70.

71.

72.

73.

74.

In determining the frequency of backups, you have to consder anumber of factors as part of a
cost- benefit andysis involved. Some of those factors are discussed below.

Inmost businesseswith asignificant degree of computerization, daily backupsare desirable or even
essentid. Where less frequent backups are appropriate, a method must be defined that staff
performing the backups can clearly follow. Such ascheme could, for example, dictate afull backup
every Tuesday and Thursday, depending on the processing workload and the effect of any system
falure at a critica processing time.

The frequency of backing up filesis determined by the importance of thefiles, how often they are
updated, the time required to recreate the files, the time to perform the backup, the ability to
recover after restoring files and the resources required for recovery.

The more important the files and data are to your business, the more control you need to exercise
over them. If asysemiscritica to the daily management and functioning of your businessandisin
constant use every day, afrequent backup cycle, possibly daily or twice daily, may be appropriate.

If filesare changed only infrequently, daily backups could creste multiple copies of identicd files. In
a smdl busness, where dmogt dl generd ledger processing is performed at the end of each
accounting month, backups may be necessary only immediately before and after the processing
period. Daily backups over thethree weeks of rdativeinactivity would probably be unjudtifiablein
terms of required backup time compared to the amount of time it would teke to re-enter any
transactionslogt. If alarge amount of data needed to be processed during the month-end closing
period, however, and completion of processing weretime-criticd, daily backups during the month
end processing period would be appropriate.

It would be unwiseto reduce control over computing resources merely because of inconvenience. It
would be valid, however, to conclude that less frequent backups could be appropriate if the
backups required severd hours from asmall sysem.

Where backup timeisrdatively long compared to the amount of timeit would take to recreate the
transactionsfor aday, there arethree possihilities: (1) the volume of transactions dictatesthat daily
backups are not appropriate; (2) the backup basis being used isinappropriate; or (3) the backup
medium is not suitable for the volume of data being backed up.

Anexampleof thefirst Stuationisasystem that takes two hoursto backup, but one day’ slost data
would take two hours to recover.

13
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76.

17.

78.

79.

80.

81.

82.

83.
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An example of the second stuation is where dl files on a computer were being backed up each
night but only asmall proportion of the files had actualy been changed. Timewas, therefore, being
gpent on making additiona identical backup copies of unchanged files.

An example of the third situation is where afull backup using floppy disks might take three hours
but recovery of datamight take 12 hours or more. In some businesses, theloss of 12 hours of data
might beinggnificant and the cost of backing up could outwe gh the benefit of being ableto recover
the information. In other businesses, however, 12 hours of logt datawould be a huge problem. In
those cases, dally backups using different media could reduce the actua time required to perform
backups and ater the cost- benefit equation.

In the cost-benefit analysis to determine frequency of backups, the time taken to perform and
manage the backup procedure is the main cost, and it increases with more frequent backups. The
coststhat increase with lessfrequent backups relate to resources used to recover from the position
stored on the most recent backup available after a disagter.

Recovery is discussed fully in Part C below, but the factors relevant to determining frequency of
backup are discussed here. The resources include time taken to re-enter dataand transactionsto
bring systems up to date. Thisis influenced by the availability of manud records of the data and
transactions to be re-entered.

In some Situations, comprehensve manud records exist to facilitate the re-input of data; in other
cas=s, the manud information will not be reedily available and the difficulty in recovering is
correspondingly increased.

While the above comments relate to the time taken to recover, you need to be aware that some
Stuaionsarenot retrievableif too much time has passed since the last avail able backup. Thiscould
be because of practicalities of storage or retention of manua records, or becauseinsufficient time
was available to recover the data and transactions.

For example, consider abusiness that has used a computer package to maintain financia records
and projectionsfor bank lending, grant applications, VAT returnsor incometax reporting. If thefiles
containing data and transactions were logt the day before the gpplication for funding or the tax

returnsare dueto be submitted, it might beimpossibleto re-enter dl relevant information beforethe
deadline. In such asituation, the businessmay be denied vita funding or have pendtiesimposed for
faling to submit returns on atimely basis.

Y ou need to take dl of the above factors into consderation when defining backup frequency.

Also bear inmind that it might be suitable to decide on different frequenciesfor different systems. It
could aso be gppropriate to perform additionad backups a criticd times. To smplify the
adminigtration of backups, however, the overdl backup routine for one piece of hardware is
normaly governed by the most sensitive and time critical-system residing on that hardware.
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Basesfor performing backups

84.

85.

86.

87.

88.

There are anumber of different bases for performing backups. These are largely composed of a
mixture of full, incrementd or differential backups.

Full backups back up dl files, incrementa backups back up al filesatered sincethelast backup of
any type and differentia backups back up dl filesthat have been changed or created sincethelast
full backup.

Anillugraion of theimpact of these methodsis given in Appendix 1V. Thegenerd differencesare
given beow.

A full backup will take longest to perform but recovery will reguire only one backup set. Using
incrementa backups saves backup time but increasesthetimetaken to recover and the complexity
of the recovery procedures. Backup time using differentia backups fals between the other two
bases, while recovery will require amaximum of two sets of backups.

An example of different backup basesis shown in the following diagram:

Mon Tues Wed Thu Fri
Full Backup every night
Full Backup on Monday
Incrementa every other night
Full Backup on Monday
Differentid every other night
|
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90.

BACKUP, ARCHIVE AND RESTORE

The full backup provides the maximum resilience but aso requires the most space on the backup
media and the longest time to perform. If a business uses online backup procedures, full backups
may aso be expensive as many providers of this service charge for the amount of space taken up
on their server. Theincremental backup takes the least space and time but afailure during Friday
would requirefour backup setsto restore the sysemto itsorigind position on Thursday night. The
differential backup is a compromise between full and incremental since the space requirement
increases asthe week progresses but recovery requires two backup setswhenever afailure occurs.

A disadvantage of incrementa backupsisthat afalureintheincrementa backup for Tuesday night
would prevent full recovery for the remainder of that week. This is because the recoveries for
Wednesday to Friday al rely on the earlier incrementa backup being available.

Backup media

91.

92.

93.

94.

95.

96.
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There are anumber of different mediatypes for backup storage, including floppy diskettes, CD-
R/CD-RW, DVD, magnetic tape cartridges, DAT (Digita-Audio Tape) and DLT (Digitd Linear
Tape) tapes.

The decison on which mediato use will be based on aconsideration of what backup devicesyour
computer supports, the amount of data you need to back up, how often it needsto be backed up
and how long it will take to perform the required backup.

Although backup programs will normaly give an estimate of the time required to back up a
sdection of files, that estimate will bein terms of machinetimeonly. It does not take account of the
time it takes usersto swap disks or tapes, nor does it include the time the machine has to wait for
the next disk to be inserted because the user has been distracted.

Theidedl backup mediafor the task would be one where dl the data from a backup run would fit
onto that oneitem (e.g., adisk, tape or magazine of cartridges). Thiswould alow an operator to set
up the procedure, then leave the machine to do the work, knowing that thejob could be compl eted
without any further intervention.

It is not aways possible to achieve that ided, particularly where a move to higher volume media
would involve alarge investment.

Consder agituation where abackup program requires 10 minutes of machinetime and four floppy
disks to back up al files. Since the whole operation will be completed in less than 15 minutes, it
would be reasonable to expect the user to stay by the machine to insert disks after the routine has
started. When the backup requires 30 minutes of machine time and 12 disks, however, the user
would be unproductive for most of an hour merdly to ensure the program runs successfully. Inthis
case, it would be worthwhile consdering the use of higher-volume mediaasthe invesment in, say,
tape streamers would quickly be recovered in reduced labor costs and machine time. Thisis
particularly true if backups are performed very frequently and the personnd involved in operating
the system are highly paid.
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98.

99.
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The cost of the backup mediaitsaf hasto be considered. Because magnetic mediaare reasonably
cheap and can be re-used many times, thelabor cost of operating abackup routine that isinefficient
due to the choice of mediawill often outweigh the extra cost of purchasing disks or tapes.

Machinery to operate the mediashould also be considered. Floppy diskettes require no hardware
other than afloppy drivethat isstandard on the vast mgjority of computers. Cartridges, DAT tapes
and DLT tapes will require additional streamers. Prices of these will vary with developmentsin
technology and the compstition for particular hardware types. You can, however, now acquire
streamers that can back up al datafromthe hard disk of alarge PC for just afew hundred dollars.
Asaone-off cogt, this agpect should not be aredtriction in choosing atime-efficient media type.

Because technology changes congtantly, itisimpossibleto give definitive comparisons of capecities
of each medium, and you ought to contact hardware suppliers to obtain advice on the latest
technologies and capacities before committing yoursdf to a particular backup Strategy.

Method

100.

101.

102.

103.

104.

105.

There are two different levels of sophidtication in backup methods — smple copy functions and
specific backup programs.

The simplest method of creeting backup filesisto use the copy function in your standard computer
operating system. This will involve sdecting the files to be backed up and copying each of them
onto some portable storage media, such as floppy disks, an external hard disk or perhaps a
portable computer. The only sgnificant advantage of this method is Smplicity.

The main disadvantage of the smple copy method is the administrative overhead. The user hasto
decide which files are to be copied. Thereisarisk that some files could be missed. If more than
onedisk isrequired for the backup, the user will have to document which files are on which disk.
The organization of filesmight be disrupted so that the structure of file groupswill haveto berebuilt
manualy when recovery is required.

As an dternative to manud file copying, you can use a backup program. These are commonly
available and most PCs now have built-in backup programs. Backup programs provide optionsto
back up data, compare backups to originas and restore backup files.

Backup programs assist with the adminigtrative overhead of backing up. Generdly, they dlow a
user to select thefilesto be backed up using sophiticated search functions. The programs provide
the option to save the search criteria for future use, manage the dlocation of the files onto the
storage medium, create a catalogue of the files backed up and can automaticdly verify thet the
information has been correctly copied as the backup takes place.

Backup programs usudly compressthefilesthey are backing up. A compressed filewill requireless
storage space than the origina (compressed files often requirelessthan haf the storage capacity of
the origind, and some data files can be reduced to as much as 10% of the origind size). Therefore,
more files can be stored on a disk or tgpe, which in turn reduces the number of disks or tapes

17
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107.

108.
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required. A compressed file cannot be used directly but must be restored using the same backup
program that made the origina backup.

If the backup program is run using low-volume media (such as floppy disks), the program will
prompt the user when the next disk is required. Therefore, if more than one disk or tape will be
required for the backup, the program must not run unattended.

The mgority of dedicated backup programs provide optionswhereby the backup process can take
place & a specified time, often during the night, when the system isnot likely to bein use.

Manud copyingissuitablefor only avery few files. It isan gppropriate method for small systemsor
for small projectswhere backup protection in addition to the generd method isrequired. Indl other
scenarios, a dedicated backup program should be used.

Decide on storage environment

109.

Whether on tape or disk, backups provide access to files in the event of accidenta or deliberate
degtruction of the origind information. Therefore, it is essentid that storage of backupsalowsthe
fallowing:

* Reasonable certainty that a backup is available;
*  Prompt access to backups should the origina files be destroyed.

Guidance

110.

111

112.
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Y ou should store your backupsin at least two distinct locations— oneinthe samegenerd location
as your computer equipment for prompt access, and the other physicaly removed from your
computer equipment, i.e., off-gte, so that the same physica event cannot affect both origina and
backup files.

On-gte backups should be stored in a firgproof safethat islocked when not in use. A fireproof safe
provides protection againg fire but it should also be secure from water damage.

Accessto on-gte storage should berestricted to personnd who perform backups and who need to
perform recovery procedures. Thetotal number of peoplewith accessto the backups should be as
small as possible, but no less than two.

»  Backups should not be stored dong with other itemsif the other items need to be accessed by
personnel who are denied access to backups.

»  Where separate systems are used for confidential or sensitive processing that should not be
accessed by Staff responsible for backing up other systems, the backups for the sensitive
systems should be stored separatdly.

» If only one person has accessto the backups, the businessrunstherisk of being unableto use
the backupsiif that person is absent at the time when access is required.
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114.

115.

PART C: RECOVERY
Off-ste backups should be performed according to a specified procedure:
» Haphazard off-gte storage is difficult to control.
» A common procedure for daily backups is to make one person respongble for taking the
backed-up mediato the place of storage.
The decison about which backup media to store off-site and which to keep on-site should be
based on the following factors.
*  Theneed to recover from abackup in avery short time scae.

*  Thebackup basis used— do you need thelast full backup or must you aso obtainthe last four
incrementd backups?

* How easy isit to access the off-gte location?
Disks and tapes used for backups have a finite life. Factors you should consder in managing
backup mediainclude:

» Thelife of the mediawill be a combination of the number of times the media have been used,
how old the media are and the period of time since the data was last used.

»  The manufacturer’s guaranteed lifetime of the backup media used.

*  Wherefilesarearchived, mediawill deteriorate after along periodin storage. To extend thelife
of archived data, it may be necessary to restore and then re-archivethefilesusng new media

Part C: Recovery

116.

An essential component in a backup procedure is the ability to recover in the event of a disaster.
The main condderations in this area are discussed below.

Verification of backups

117. Vaeification of backupsimmediately after they are done gives assurance that the backup has been
performed correctly and that al selected files have been backed up.

118.  Backup programs normaly come with verification options that can be run immediately after a
backup.

Restoring data

119. Theorder in which files are restored onto a system can be important.

120. Thefilegrouping intowhichfilesarerestored isaso important. Certain programs may haveto bein

gpecific locations in named computer directories. Therefore, if the files are not restored into the
same directory as the program cdls for, the program might fall.
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122.
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Where backup files have been compressed to save backup media space and time, thefilesmust be
decompressed before use.

Backup programs come with restore options that will manage the grouping of files as they are
restored. If the program has compression options, then it will aso have decompression options.

It is good practice to perform a practice restoration occasondly. This provides a number of
benefitsincluding ensuring that the backup program works properly, the methods used to back up
and restore are sound and the backup mediaisreliable. It aso providestraining and experiencefor
gaff who will be required to perform the restoration when a disaster happens.

Which backup disksto use

124.

125.

126.

The identification of backup disks (or tapes) is essentid. Mark your disks shoud and store them
methodicaly.

The number and sdlection of backup sets required will be determined by the backup basis (full,
incrementd or differentid).

Maintain a register of backups. It should record the date of the backup, the backup set
identification, the type of backup, etc. A potential format for abackup logisincluded in Appendix
V.

Recovery of data from manual records

127.

128.

129.

130.
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Regular backupswill ensure that, in the event of adisaster, datahasto be recovered only from the
time of the last available backup. Manua records must be in place to alow that recovery to take
place. Thisincludestheretention of origind vouchersand the availability of proceduresto recapture
that data.

For example, in apurchase ledger processing system, retention of purchaseinvoiceswill dlow the
data to be re-entered. Annotation of account codes and other information on the vouchers will
assig in the data recapture.

Should adatalossinterrupt processing, it may be ingppropriateto continue with normal processing
until al prior data is recaptured. This might require using dternaive manud procedures for the
current transactions while recovery of previous transactions takes place.

Congder asdesinvoicing system that automaticaly dlocated invoices numbers sequentialy. New
invoices could not be posted immediately asthat would have resulted in the use of numbersaready
issued. Inthiscase, perhaps, manua invoices could beissued to keep credit control procedures up
to date, and those invoices entered into the system once it has been fully restored.
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Part D: Archiving

I ntroduction

131.

132.

133.

As previoudy noted, archiving differs from backup in that the origind data being archived is
normally destroyed after archiving has taken place. Normaly, the purpose of archiving dectronic
information isto free up computer resources so that current processing requirements can be fully
met. Archiving freesup hard disk spacefor current dataand may reduce thetimetaken to produce
reports from datafiles.

Y ou should think about archiving when:

* Hard disk spaceisrunning low.

* Morethan two years transaction datais held on file.

*  New computer hardware or software isbeing implemented and previousfileswill no longer be

accessble.

As with backup procedures, archival procedures should cover data and important in-house
developed software.

Pur chased softwar e and data

134.

135.

136.

137.

138.

Installation disksfor purchased software often store programsin compressed format. Thefilesare
decompressed when ingtalled. Therefore, soring indalation disks in a safe place is often more
gpace efficient than backing up from decompressed files.

Inal recovery stuations, it isdesirable to have abackup copy of filesin aknown sate. Inddlation
disks provide an instance of this. The known state is the undltered state as purchased.

If you have invested a Sgnificant amount of work in customizing the set-up of purchased software,
store a backup copy of the customized version in a safe place. Thisisnot an dterndtiveto storing
the origind disks. Theorigindsmay betheonly way to reindtatethe systemif the customization has
had unexpected detrimentd effects on the programs.

Purchased data can take a variety of forms, including:

» Businessdatabases (eg., trade price ligts, tax rates, exchange rates, company information);

e Adminigration forms (e.g., templates for invoices, order forms, memos); and

* Dedgnads(eg., generd clip art, industry logos).

Where possible, do not keep using the origind disks. Instead, ingtall data and programs onto the

computers and keep the original disksin asafe place to provide accessto unatered masterswhen
required.
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I n-house devel oped files (spreadsheets, databases, wor k processing templatesand master files)

139.

Y our should implement controls over master copies of in-house devel oped filesin the sameway as
for origina disks for purchased software and data. Archives of in-house developed information
enaures that afull trail of the development of any in-house systemsis available.

Develop archiving procedures

140.

141.

142.

143.

144.
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As with retention of master files, separate procedures are required to control copies of archive
materid. Similar factors should be considered as for the development of backup procedures.

Thefirst sage will be identification of archiving requirements. Thiswill depend on the nature of the
business, but might include plans and proposas for explanation, lending or grant goplications,

historical dataand resourcesfor occasional projects. Other requirementsthat might affect avariety
of businessesinclude legd, tax and employment matters.

Once you identify the purpose of archiving (system performance contracts, tax, etc.), you need to
anadyze your business resources.

Thisincludes:

» ldentification of the computers that might hold information that needs to be archived;
» |dentification of sysemsthat need to be archived (to access archived data); and

* ldentification of datato be archived.

Then you have to decide on methods and storage facilities. This should recognize the fact tht,
often, the archived information will not be needed for a long time but might have to be located
quickly when it is needed. Two emerging storage architectures are the Storage Area Network
“SAN” and the Network Attached Storage “NAS.” In different ways, these two architectures
provide access to data by more than one application or user. Both NAS and SAN exploit the
avalahility of high-speed networking. SAN architectures address the need to consolidate large
amounts of data by designing high-speed fiber optic networks. NAS products plug into existing
loca area networks to provide convenient, low-cost additiona storage. Both NAS and SAN
provide scaleable storage capacity and performance, a clean separation between server and
storage purchasing decisons, the ability to serve multiple usersin multiple operaing environments
and support for high avalability.

Archiva procedures should document what data has been archived, when the archivewas created,
how many copies of the archived materid are in existence, where those copies are sored, the
software used to create the archive and any specia procedures needed to recreate the datafiles.



GooD PRACTICE CHECKLIST

Good Practice Checklist

Yes

No

N/A

Reference

A. WHAT TO BACKUP

Assess the har dwar e environment

Do you know how many computers your business has?

Do you know where dl the computers are?

Do you know what the computers are used for?

| dentify critical sysemsand data

Do you know what systems run on those computers?
Congder: Financid

Desgn

Manufacturing

Contract management

Asst management

Personndl

Correspondence

Other

Do you know how may networks operate in your business?

Do you know what systems operate on individua PCs?

Do you know what systems operate a remote Sites?

Do you know what systems operate on portable computers?

Do you know what data are stored on the computers in your
business?

Congder: Purpose
Vadume
Frequency of change
Commercid sgnificance
Confidentidity

Do you know what data are stored on the network(s)?

Do you know what data are stored on the hard disks of PCs
connected to networks?

Do you know what data are stored on the hard disks of PCs
not connected to networks?
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Yes No N/A Reference

Do you know what data are stored at remote Sites?

Do you know what data are stored on portable computers?

Do you know what data are stored on floppy disks?

Do you know what datafiles you need to back up to protect
your business records?
Congder: Financid

Dedgn

Manufacturing

Contract management

Asst management

Personndl

Correspondence

Other

Do you know what datafilesyou need to back up to continue
busi ness operations?

Congder: Financid
Dedgn
Manufacturing
Contract management
Asst management
Personnel
Correspondence
Other

| dentify in-house developed files

Are in-house developed programs included in backup
procedures?

Arein-house devel oped word processing templ ates, standard
documents and forms included in the backup procedures?

B. MAKING & STORING BACKUPS

Deter mine backup method and frequency

Do you know how often you need to back up your datafiles?

Are the correct data files being backed up on a sufficiently
regular basis?

Is the correct method being used to perform backups?

Yes | No N/A | Reference
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Are all backups logged?

Does someone check the backup logs to ensure that backups
are taking place correctly?

Is every backup verified?

|s the backup medium used the most appropriate?

Decide on storage environment

Are backups kept securdy off-ste on arotationa basis?

Are on-ste backups kept securely and in afireproof safe?

Are backup media regularly tested to ensure that they are lill
viable?

Do you know how often your backup media should be
replaced?

C. RECOVERY

Check recovery procedures

Are the backups checked to ensure that data have been
correctly copied?

Do you know how to restore data from backups?

Do you know which generation of the backup media to use
when restoring data?

Are manua records sufficient to dlow full recovery of data?

Are recovery procedures regularly tested to prove that they
work?

D.ARCHIVING

Master copies of sourcefiles

Areingallation disks for purchased software held securely?

Areingdlation disks for purchased data held securely?

Congder: Databases
Document templates
Forms
Clipart
Other

Yes

No

N/A

Reference

Are master copies of in-house developed programs held
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securely?

Are magter copies of in-house developed spreadsheets and
databases held securely?

Are master copies of in-house developed word processng
templates, stlandard documents and forms held securely?

Develop archival procedures

Do you know what data files you need accessto for legd, tax
and Cugtoms & Excise investigetions?

Do you know how far back you can recover employee details?

Do you know how long data needs to be hed for legd
purposes?
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Casel
Business
Event:
Effect:

SUmmary:

Case 2

Busness

Event:

Effect:

Summary:

APPENDIX | — DATA LOSS CASES

A charity
The premises of a charity were broken into and the computer equipment was stolen.

The charity hoped that the equipment might be replaced by donétion. It lost dl its data
(including accounts, contact names and addresses and standard document templates),
however, as no backup copies of files had been made.

Lack of routine backups led to severe interruption in the operations of the charity and,
potentialy, to the permanent loss of charitable income from donors whose informetion
was lost.

Sdf-employed publisher who aso used his computers to maintain membership records
for asocid club

A fire occurred in premises three floors above the publisher. The water damage caused
by putting out the fire destroyed the hard disks of the publisher’ s computers and dso the
floppy disks, containing membership data that he kept beside the computers.

Business data were irretrievable lost. The permanent records of statistics and archived
information for publishing were los. Document templates had to be redeveloped.
Historical and gatistical data had to be re-entered.

Financid modd s were lost and had to be recreated.

The membership datawereirretrievably lost. New memberships could not beissued for
some time, and the interruption threatened the viahility of the socia club and reduced
membership income.

Lack of off-gte backups caused disruption to the maintenance of socid club membership
files, and the club was unable to prove which of its members had paid their membership
subscriptions.

Businessdata had to be re-entered over aperiod of three months. Staff time used in data
capture reduced productivity capacity in the business and income was lost as aresult.
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APPENDIX |I — COST-BENEFIT CASES

The purpose of the following examplesisto illugtrate the costs and benefitsthat might be considered when
establishing a backup routine.

Example 1
Busness. A graphic design business using desktop publishing technology on a network
Computers: Eight PCs (sx for client work and two for secretaria work)

The following table shows the use made of each of the computers over an average working week and the
cost- benefit consderations that could be taken into account when deciding on a backup Strategy.

Design Admin
Activities Activities

Number of users 6 desgners 2 secretaries
Average daily productive processng time per user 3 hours/day 5 hourg/day
Reprocessing time required if one day’s input were lost 18 hours 5 hours
Working daysin week 5 days 5 days
Reprocessing time required if one week’ s input were lost 90 hours 25 hours
Total Reprocessing Required

Per day 23 hours

Per week 115 hours

Thistable providesan indication of the amount of reprocessing required in the event of amgjor dataloss. If
no backups were made, it might be possible to recreate the work for one day or one week, but the
recovery of information might be impossble over alonger time scde.

In thisStuation, the level of computer useis such that adaily backup routine would appear to be prudent.
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Example 2
Busness. A smdl publishing company using desktop publishing technology to produce copy for a
weekly magazine. The magazine must be printed on Friday and loss of copy after
Wednesday would be critical to the business.
Computers: A snglePC
Useof thePC:.  Monday 1 hour
Tuesday 2 hours
Wednesday 3 hours
Thursday 6 hours
Friday 1 hour
Backup time: It takes 30 minutes to back up all data onto floppy disks by a manua routine,
Suggested backup procedure:

(1) Performsabackup after processing on Wednesday

(2) Peform abackup on Thursday evening

(3) Perform abackup on Friday once the edition is complete

This procedure recognized the critical processing pattern of the business while acknowledging that not all
data need to be backed up dl thetime.
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Analysis sheet for your own business

The purpose of thefollowing scheduleisto provide you with aframework for identifying and conddering the
necessary backup routine for your own business.

Busness

Computers.

Usage

Business Admin
Activities Activities

Number of users A

Average daily processing time B hours/day hours/day
per user

Percentage of processing that C % %
would not have to be repesated,

for example, becauseit is

experimenta or non-productive

Reprocessing time required if D hours hours

one day’s input were lost
(A X B X (100 - C))

Working days in week E days days

Reprocessing time required if F hours hours

one week’ s input were lost
(D X E)

Total Reprocessing Required
Per day (D Business + D Admin) hours

Per week (F Business + F Admin) hours
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Now consider the costs and disruption involved in reprocessing, with particular reference to:

* Thecog of labor (including overtime premiums, sub-contractors’ fees, etc);

» The capacity to re-perform work without falling behind in the current workload;

» Theability/willingness of gaff to perform extrawork at short notice,

The frequency of backup will be determined by the volume of reprocessing required, the time needed to

make backups (be they full, incrementd or differentid) and by any fluctuaions in processng volumes
throughout the business cycle.
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APPENDIX |l — FLAWED BACKUP CASES

ThisAppendix containstwo examples of businesses performing regular backup routinesthat gppeared to be
sengble but that, after further probing, turned ou to exclude large areas of processing.

Example 1

Business sector:

Firg systems details.
Hardware:
Backup:

Second system detalls:
Hardware:
Backup:

Conclugon:

Example 2

Business sector:

Firg sysem details:

Hardware:
Backup:

Second system detalls:
Hardware:

Backup:

Conclugion:

32

Education

Customer recording system and accounting package
Network linking 24 PCs
Full backup made daily

Personnd system
Standalone PC
None

In the event of dataloss, there would be no records to alow historical datato
be recaptured. No manua personnel records were maintained and no backups
existed. Thefinanciad systemshad been adequately catered for but the needs of
the personnd department had been overlooked.

Education

Database systems maintaining mailing lists, customer credit agreements, course
Oetails

One minicomputer accessed by around 50 PCs and terminals

Full backup made daily

Accounting ledger

Minicomputer, the use of which was being wound down in preparation for
disposal

None made for 15 months.

There was no backup routine for the minicomputer because of proposas to
replacethe current accounting sysems. A sgnificant failure of the minicomputer,
which was becoming increasingly unreliable, would prevent the preparation of
accurate accounting records and management information. Records could be
restored only if al financid transactions for the last 15 months were to be re-
entered.
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APPENDIX |V — COMPARISON OF BACKUP BASES

The following tables compare three different backup methods working over afive-day period. Thetimes
taken for each backup are assumed and are used to illustrate potentia time saving and costs.

KEY: F1,F2,F3,F4,F5
11,12,13, 14
D1, D2, D3, D4

Full backup sets 1, 2, 3, 4 and 5.
Incremental backup sets 1, 2, 3 and 4.
Differentia backup sets 1, 2, 3 and 4.

Method 1 Full backups
The following tebleilludrates the use of afull backup made every night.

Day 1 Day2 Day3 Day4 Day 5 M ax Ave

Backup

Set(s) used F1 F2 F3 F4 F5

Time take (Ming) 100 100 100 100 100 100 100
Recovery

Sets used F1 F2 F3 F4 F5

Number of sets 1 1 1 1 1 1 1

Method 2 Incremental backups

Dayl Day2 Day3 Day4 Day5 M ax Ave

Backup
Sets used F1 11 12 13 14
Time take (Ming) 100 20 20 20 20 100 36
Recovery
F1+11+12+13+14 F1 F1+11 F1+11 F1+11

+12 +12

+13

Number of sets 1 2 3 4 5 5 3
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Method 3 Differential backups

The following table shows the dtuation where a full backup is performed a the end of day one and
differential backups are made at the end of daystwo to five.

Day 1 Day 2 Day 3 Day 4 Day 5 M ax Ave

Backup

Set(s) used F1 D1 D2 D3 D4

Time take (Mins) 100 20 40 60 80 100 60
Recovery

Sets used F1 F1+D1 F1+D2 F1+D3 F1+D4

Number of sets 1 2 2 2 2 2 2
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APPENDIX V — BACKUP LOG

The following table is a suggested format for a manua backup log that could be kept to record which
backups were made, what data was backed up, and when the backup was actudly made:

Date Tapesused Type of backup Event Any additional Initials
comments
Recordsthe Recordsthe Wasthe Why wasthe  Spacetonote Initids of the
date on the labelg(s) of the  backup: backup any problems  person carrying
backup was disk(s) or E Rl performed? experienced out the backup.
performed tape(s) used to | Incremental End of day, end
carry out the D Differential? of week, end of
backup ~ month, before a
new software
upgrade?
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